300-715 — SISE — Implementing
and Configuring Cisco
Identity Services Engine

Course: Implementing and
Configuring Cisco Identity
Services Engine (SISE) v3.0

for Exam Cisco 300-715 SISE — CCNP
Security

3a Kypca (About this Course):

= The Implementing and Configuring Cisco Identity
Services Engine (SISE) v3.0 course shows you how
to deploy and use Cisco® Identity Services Engine
(ISE) v2.4, an identity and access control policy
platform that simplifies the delivery of
consistent, highly secure access control across
wired, wireless, and VPN connections. This hands-
on course provides you with the knowledge and
skills to implement and use Cisco ISE, including
policy enforcement, profiling services, web
authentication and guest access services, BYOD,
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endpoint compliance services, and TACACS+ device
administration. Through expert instruction and
hands-on practice, you will learn how to use Cisco
ISE to gain visibility into what is happening in
your network, streamline security policy
management, and contribute to operational
efficiency.

Llenn — KakBo we Haydyute (Course
Goals/Skills):

»Describe Cisco ISE deployments, including core
deployment components and how they interact to create a
cohesive security architecture. Describe the advantages
of such a deployment and how each Cisco ISE capability
contributes to these advantages.

» Describe concepts and configure components related to
802.1X and MAC Authentication Bypass (MAB)
authentication, identity management, and certificate
services.

 Describe how Cisco ISE policy sets are used to implement
authentication and authorization, and how to leverage
this capability to meet the needs of your organization.

» Describe third-party Network Access Devices (NADs),
Cisco TrustSec®, and Easy Connect.

 Describe and configure web authentication, processes,
operation, and guest services, including guest access
components and various guest access scenarios.

» Describe and configure Cisco ISE profiling services, and
understand how to monitor these services to enhance your
situational awareness about network-connected endpoints.
Describe best practices for deploying this profiler
service 1in your specific environment.

» Describe BYOD challenges, solutions, processes, and



portals. Configure a BYOD solution, and describe the
relationship between BYOD processes and their related
configuration components. Describe and configure various
certificates related to a BYOD solution.

Describe the value of the My Devices portal and how to
configure this portal.

Describe endpoint compliance, compliance components,
posture agents, posture deployment and licensing, and
the posture service in Cisco ISE.

Describe and configure TACACS+ device administration
using Cisco ISE, including command sets, profiles, and
policy sets. Understand the role of TACACS+ within the
Authentication, Authentication, and Accounting (AAA)
framework and the differences between the RADIUS and
TACACS+ protocols.

» Migrate TACACS+ functionality from Cisco Secure Access
Control System (ACS) to Cisco ISE, using a migration
tool.

KypcbT e npegHa3HayeH 3a
(Audience):

 Network security engineers

= ISE administrators

 Wireless network security engineers
» Cisco integrators and partners

dopmaTt Ha Kypca (Course Format):

MpucbctBeH Kypc
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[x]
OHnauH (Live)
OtpaneyeH

MpucbcrtBen ®opmat — YyebHa 3ana unu Bawus
Obéuc. YyebHaTa 3ana e obopypBaHa ¢
KOMINOTBHP 3@ BCEKU YYACTHHUK.

Online OopmaT - Y4yacTBautTe BUPTYaAJIHO B
obyyeHneto uype3 TeneKoHpepeHTHA Bpb3KA.

E3nk Ha Kypca (Course Language
Option)

]

Bonrapcku
(Bulgarian)

(x]

AHITrMTUNCKMU
(English)

Moxe pa wu3bepete E3MK Ha KOWUTO pa ce nposepe obydyeHueto —
ObNrapcku WM AHTMUCKU. BCUYKUTE HU UHCTPYKTOpWM BRapeart

cB0OOOHO QAHIMNIUNCKU e3UK.

Y4yebHu Metepuanu: B enekTpoHeH ¢opMmaT (YuyebHuTe MaTepuanu ca
Ha aHrNIMNCKK), BKJIYEHM B LEHaTa C HeorpaHW4YeH O0CTbN.

NabopaTopHa cpega: BCEKW KYpCUCT pasnonara cbc cobcTBeHa nabd
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cpefa, KbAoeTo ce MpoBexaaT YhpaXHeHusTa, 4YacT OT Kypca.

[=]
Buoeo Apxus (24/7)

[=]
Ceptudéukar 3a
3aBbpleH Kypc

MpopbnxutenHoct (Course Duration):
[x]

-4 paboTHun gHm (09:00 — 17:00)

nnun

=32 yy.4. obyyeHue (Teopus M npaKTukKka) B U3BbHPaAOOTHO
Bpeme C npoabnxutenHoct 3.5 cegmuum

» cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 -
22:00

* MOHepJenHUK n cpaga 19:00 — 23:00

* BTOPHUK M 4eTBbPTbK 19:00 — 23:00

MnawaHe (Payments):
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3asBka 3a W3paBaHe Ha ¢akTypa ce npueMa KbM MOMEHTa Ha
3anuCcBaHETO Ha CbOTBETHUS KypcC.

OakTypa Cce u3gaBa B paMKUTe Ha 7/ [OHM OT NOTBbPXOAaBaHe Ha
nnawaHeTo.

Mpenctoaumn KypcoBe (Next Class):
[x]

. Notice
HaMa npepctodwmn cbbutus.
3a noBeye MHPOpMauMs M3non3eanmTe ¢opMaTa 3a KOHTAKT.

lle ce cBbpxeM C Bac 3a noTBbpXOgaBaHe Ha OaTuTe.

MMpepnoctaBkn (N3ncKBaHusA) 3a
Yyactune (Prerequisites):

= Familiarity with the Cisco I0S® Software Command-
Line Interface (CLI)

» Familiarity with Cisco AnyConnect® Secure Mobility
Client

 Familiarity with Microsoft Windows operating
systems

= Familiarity with 802.1X
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KypcbT noarotBsa 3a ClnepHuUTe
cepTUPMKauMoOHHU HUBA

-Implementing and Configuring
Cisco Identity Services Engine
(300-715 SISE)

- Moxe pa ce cepTuduuMpaTe B HaWMUA TeCT LEHTbP C Bayyep C
OTCTbNKA OT lleHaTa Ha M3MNuT.
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