744 — Microsoft — Securing
Windows Server 2016

Course 20744C: Securing
Windows Server 2016/2019

Microsoft Official Course 20744C - for
exam 70-744
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Cnep 31.01.2021 cepTupMKaAUMOHHMTE wU3NUTM 3a HUBO MCSE ce
npeycrtaHoBaBaT CbrflacHo peweHue Ha Microsoft. HuBo MCSE He
MOXe Oa 6bboe gocTurHato cnep Ta3u gaTta. Hacrtoswmat kypc 20744C
— Securing Windows Server 2016 ce npepfslara €OUHCTBEHO C
obyuntenHa uen. AKO xenaete pga ce cepTtudunmuupaTte e
npenopbynMTenHo pga ce obyuyute B HOBMUTe KypcoBe 3a Windows
Server 2019.

3a Kypca (About this Course):

»This five-day, instructor-led course teaches IT
professionals how they can enhance the security of the
IT infrastructure that they administer. This course
begins by emphasizing the importance of assuming that
network breaches have occurred already, and then teaches
you how to protect administrative credentials and rights
to help ensure that administrators can perform only the
tasks that they need to, when they need to.
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This course explains how you can use auditing and the
Advanced Threat Analysis feature in Windows Server
2016/2019 to identify security issues. You will also
learn how to mitigate malware threats, secure your
virtualization platform, and use deployment options such
as Nano server and containers to enhance security. The
course also explains how you can help protect access to
files by using encryption and dynamic access control,
and how you can enhance your network’s security.

Llenn — KakBo we Haydiute (Course
Goals/Skills):

» Secure Windows Server.

» Protect credentials and implement privileged access
workstations.

»Limit administrator rights with Just Enough
Administration.

» Manage privileged access.

» Mitigate malware and threats.

- Analyze activity with advanced auditing and 1log
analytics.

 Deploy and configure Advanced Threat Analytics and
Microsoft Operations Management Suite.

= Configure Guarded Fabric virtual machines (VMs).

 Use the Security Compliance Toolkit (SCT) and containers
to improve security.

= Plan and protect data.

= Optimize and secure file services.

» Secure network traffic with firewalls and encryption.

= Secure network traffic by using DNSSEC and Message
Analyzer.



KypCcbT e npegHa3Ha4yeH 3a
(Audience):

= This course is for IT professionals who need to securely
administer Windows Server 2016 networks. These
professionals typically work with networks that are
configured as Windows Server domain-based environments,
with managed access to the internet and cloud
services. Students who seek certification in the 70-744
Securing Windows server exam also will benefit from this

course.

dopMaT Ha Kypca

[]

MpucbctBeH Kypc
(]
OHnauH (Live)
OTpaneyeH

E3uMK Ha Kypca: ObArapcku (aHraMiCKU € HanuMyeH KaTo onuus)

Y4yebHu MeTtepuanu: B enekTpoHeH ¢opMaT (YuyebHuTe MaTepuanu ca
Ha QHrNIMNCKK), BKJIYEHM B LEHaTa C HeorpaHM4YeH O0CTbMN.

NlabopaTopHa cpega: BCEKW KYpCUCT pasnonara cbc cobcTBeHa nabd
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cpefa, KbAoeTo ce MpoBexaaT YhpaXHeHusTa, 4YacT OT Kypca.
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Buoeo Apxus (24/7)
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Ceptudéukar 3a
3aBbpleH Kypc

[poobNXUTENHOCT
5 paboTHM gHM (nNoHepgenHuk — neTtbk 09:00 — 17:00)
Unu
=40 y4y.4. oby4yeHue (Teopus M npakKTukKka) B U3BBHpPAOOTHO
BpemMe C MPOAbLJXUTENIHOCT 1 cegMuuu
» cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00
* MOHef#enHWK n cpsaga 19:00 — 23:00
* BTOPHUK U 4eTBbLPTHLK 19:00 — 23:00
lnawaHe
=]

3adBKa 3a u3pgaBaHe Ha (pakTypa ce npueMa KbM MOMEHTa Ha
3aNuCcBaHETO Ha CbOTBETHUS KypC.

OakTypa Cce wn3pnaBa B paMKuUTe Ha / OHU OT NOTBbpPXAaBaHe Ha
nnawaHeTo.
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lpepctosaum Kypcose

H Notice
HaMa npepctodwn cbbutus.
3a nose4ye uHbopMauus u3nonspante dopMaTa 3a KOHTAKT.

lle ce cBbpxeM C Bac 3a noTBbpXOoaBaHe Ha pOaTuTe.

MMpepnoctaBkn (N3ncKkBaHusa) 3a
Yyactue (Prerequisites):

» Students should have at least two years of
experience in the IT field and should have:

 Completed courses 740, 741, and 742, or the
equivalent.

A solid, practical wunderstanding of
networking fundamentals, including TCP/IP,
User Datagram Protocol (UDP), and Domain
Name System (DNS).

A solid, practical understanding of Active
Directory Domain Services (AD DS)
principles.

A solid, practical wunderstanding of
Microsoft Hyper-V virtualization
fundamentals.

 An understanding of Windows Server security
principles.



KypcbT noarotBsa 3a ClepHUTe
cepTUuPMKauMoHHU HuBaA

» 70-744 — Securing Windows Server 2016
= Moxe pa ce cepTtupuumpaTe B Hawnma TeCT LEHTbP C Bayyep C

OTCTbMKaA OT LleéHaTa Ha WU3MNUT.
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