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3a Kypca (About this Course):

» Provide an understanding of the advanced concepts
and skills necessary to automate and orchestrate

tasks
relating to managing Check Point Security

Policies.

Lenn — KakBo uwe Hayuute (Course
Goals/Skills):
= Introduction to automation and orchestration

» Check Point APIs
= API development
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= API troubleshooting
= Self-service Web portals

KypcbT e npepHa3HayeH 3a (Audience):

= Technical professionals who automate, orchestrate, and
troubleshoot Check Point secured environments.

dopmaT Ha Kypca

[x]

MpucbctBeH Kypc

[x]
OHnauH (Live)
OTtpanevyeH

E3uUK Ha Kypca: ObArapcku (aHrIMiCKU € HanuMyeH KaTo onuus)

Y4yebHu MeTtepuanu: B enekTpoHeH ¢opMmaT (YuyebHuTe MaTepuanu ca
Ha QHrNIMNCKK), BKJIYEHM B LEHaTa C HeorpaHW4YeH O0CTbMN.

NabopaTopHa cpepa: BCEKM KYpCUCT pa3noflara cbC cobctBeHa nab
cpefa, KbAeTo ce MNpoBexaaT YynpaxHeHusaTa, 4acT OT Kypca.

[=]
Buoeo Apxus (24/7)
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(]
Ceptudpukar 3a
3aBbpleH Kypc

[poabNIXUTENHOCT
=2 paboTHM pgHn (09:00 — 17:00)

nnu

=16 y4y.4. obyyeHue (Teopus U npaKTuka) B U3BbHpPabOTHO
BpeMe C MPOAbLJIXMTENIHOCT 2 ceAMULM

» cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

= NOHefesiHUK n cpaga 19:00 — 23:00

* BTOPHUK M 4eTBbPTbK 19:00 — 23:00

MnawaHe

CED o

CLC

Moxe pa 3annartumre ydvactue B Kypca, u4pe3 Check Point Learning
Credits (CLC). CebpXeTe ce C HacC 3a noseye MHHO.

3asaBKka 3a uM3QaBaHe Ha ¢akKTypa Cce npuMeMa KbM MOMEHTa Ha
3aNMCBAHETO Ha CbOTBETHUA KypcC.

maKTypa ceé n3pgasa B pPaMKUTE Ha 7 OHWU OT NOTBbPXOaBaHE Ha
nnaiaHeTo.
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lpepctoauwmu Kypcose
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CCCS — Check Point Certified Cloud
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CCCS — Check Point Certified Cloud
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KbM_KaneHpapa
3a noBevye MHPoOpMaUMs M3non3BanmTe ¢opMaTa 3a KOHTAKT.
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lle ce cBbpxeM Cc Bac 3a noTBbpXOaBaHe Ha paTuTe.

MpepnoctaBkn (MI3MckBaHuA) 3a YyacTtue
(Prerequisites):

= Check Point CCSA Certification

KypcbT nogrores 3a clnegHuTte
cepTUPMKauMoOHHU HUBA

-156-520 CCAS — Check Point Automation
Specialist (CCAS)

= Cnen T03M KypC MOXe pa ce ceptupuumpaTte B Hawumsa TecCT
LEHTBP .

Course Objectives:

Explain how automation and orchestration work together

[0 Understand the key drivers for incorporating automation
and orchestration into security management

[ Execute a shell script that demonstrates how to build a

comprehensive Security Policy.
[0 Recognize how the Check Point API framework integrates with



R80 Security Management to support automation and
orchestration of daily tasks

[] Describe Check Point API tools and demonstrate how they are
used to manage Check Point Security Management solutions

[ Demonstrate how to define new objects and modify existing
ones by using the Check Point API

[0 Demonstrate how to create API commands to efficiently
maintain the Check Point Security Management Server database
[] Demonstrate how to use different methods to update the
database with API commands

[ Become familiar with client-side and server-side scripting
and scripting languages

[0 Understand how to use the Bash shell to develop APIs

[J Recognize and describe many of the open source tools that
are available to assist with API development

[] Demonstrate how to use a custom REST application to update
the database of a Security Management Server

[] Demonstrate how to use Postman to manage the Security Policy
database through the Check Point API

0 Understand what steps to take to troubleshoot and debug API
scripts

[] Demonstrate basic troubleshooting techniques by reviewing
debugging messages in various forms

[0 Understand how to use self-service portal capabilities to
provide general IT services

[] Recognize how automation tools work with Check Point APIs to
automate security management tasks and orchestrate workflow
behind service portals

[] Demonstrate common tasks that are automated in a Web portal
to manage the Security Policy



