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3a Kypca (About this Course):

» This course 1is designed for administrators and
Check Point resellers that offer Hyperscale
Network Security as
business and technical requirements change to
accommodate massive network traffic growth. This
course equips
IT professionals as they work towards their Check
Point Certified Maestro Expert (CCME)
certification.
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Goals/Skills):

= Introduction to Check Point Maestro
e Maestro Security Groups
* Dual Orchestrator Environment
* Using the Command Line Interface and WebUI
* Working with Security Group Modules
e Traffic Flow
 System Diagnostics
 Dual-Site Environment
* Incorporating VSX
* Troubleshooting

KypCcbT e npegHa3HayeH 3a
(Audience):

= This course 1is designed for administrators and Check
Point resellers that offer Hyperscale Network Security
as
business and technical requirements change to
accommodate massive network traffic growth. This course
equips
IT professionals as they work towards their Check Point
Certified Maestro Expert (CCME) certification.
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[x]
OHnauH (Live)
OtpaneyeH

E3uMK Ha Kypca: ObArapcku (aHraMiCKU € HanuMyeH KaTto onuus)

Y4yebHu MeTtepuanu: B enekTpoHeH ¢opMmaT (YuyebHuTe MaTepuanu ca
Ha aHrNIMNCKK), BKJIYEHM B LEHaTa C HeorpaHW4YeH O0CTbMN.

NabopaTopHa cpepa: BCEKU KYpCUCT pa3noflara cbCc cobctBeHa nab
cpena, KbAeTo ce MNpoBexaaT YynpaxHeHusaTa, 4acT OT Kypca.
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Buoeo Apxus (24/7)
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Ceptudukar 3a
3aBbplueH Kypc

[poobNXUTENHOCT
= 2 paboTHM gHuM (09:00 — 17:00)
Unun

=16 y4y.4. obyyeHue (Teopus MU nNpakKTuKa) B U3BbHPaAOOTHO
BpemMe C MPOABLJXUTENIHOCT 2 ceaMuuu

» cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

* MOHepdenHUK n cpaga 19:00 — 23:00
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* BTOPHUK M 4eTBbPTbLK 19:00 — 23:00

NMnauwaHe

CED o

CLC

Moxe pa 3annaTtuTte ydyactue B Kypca, 4pe3 Check Point Learning
Credits (CLC). CBbpxeTe ce C Hac 3a noBeye MHDO.

3afiBKa 3a u3[1aBaHe Ha ¢akTypa Cce npuvmemMa KbM MOMEHTA Ha
3aNMCBaHETO Ha CbOTBETHUSA KypC.

(DaKTypa ceé n3pgasa B pPaMKUTeE Ha 7 OHWU OT NOTBbPXOaBaHE Ha
nnaiaHeTo.

lpepctosaum Kypcose
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KbM_KaneHpapa
3a nose4ye uHbopMauuMs u3nonspante dopMaTa 3a KOHTAKT.

lle ce cBbpxeM Cc Bac 3a noTBbpxmaBaHe Ha paTuTe.

MMpepnoctaBkn (N3ncKkBaHusA) 3a
Yyactue (Prerequisites):

= Check Point CCSA Certification
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KypcbT noarotBsa 3a ClnepHuUTe
cepTUPMKauMoOHHU HUBA

» CCME — Check Point Certified Maestro Expert (CCME)
- Cnep T03M KypC MOXe pa ce cepTtudunumpaTte B Hawus TecCT
LEHTBP.

Course Objectives:

= Understand the concept and demand for Scalable Platforms
* Recognize the main characteristics of Scalable
Platforms
 Describe how Maestro uses Hyperscale Technology
e Identify the essential components of the Maestro
system
e Understand and explain how the Orchestrator’s
downlinks, uplinks, management, and sync ports function
e Learn how to create, delete, and modify Security
Groups
* Understand the basics of the Dual-Site environment
* Describe how the Gaia Command Line Interface (CLI)
supports the configuration of MHO appliances
e Perform diagnostic troubleshooting using the CLI
* Describe the purpose of the Security Group Database
* Learn how to configure interfaces using CLISH
 Evaluate how traffic flows through a Maestro
environment
 Demonstrate how to use traffic monitoring commands
* Understand the four distribution modes that Maestro
uses to assign packets to a Security Gateway Module



* Describe the basic use of the asg diag command to
collect system diagnostics

* Describe how Dual-Site Orchestrators are configured
 Recognize how to account for Dual-Site fail-overs

e Identify how Virtual System Extension (VSX) works

e Learn the advantages of using VSX in a Dual-Site
Orchestrator environment

e Describe the different layers of the 0SI model
involved when debugging the SGM



