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3a Kypca (About this Course):

= Advanced three-day course teaches how to build,
modify, deploy and troubleshoot Check Point
Security Systems on the GAiA operating system.
Hands-on lab exercises teach h ow to debug
firewall processes, optimize VPN performance and
upgrade Management Servers. Validate and enhance
your skills and optimally manage Check Point
advanced security management systems.
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Lenu — KakBo uwe Hayuute (Course

Goals/Skills):

Articulate Gaia system management procedures.

 Explain how to perform database migration procedures.

e Articulate the purpose and function of Management High
Availability.

e Describe how to use Check Point API tools to perform
management functions.

e Articulate an understanding of Security Gateway
cluster upgrade methods.

 Discuss the process of Stateful Traffic inspection.

e Articulate an understanding of the Check Point
Firewall processes and debug procedures.

* Describe advanced ClusterXL functions and deployment
options.

* Explain how the SecureXL acceleration technology
enhances and optimizes Security Gateway performance.

* Describe how the CoreXL acceleration technology
enhances and improves Security Gateway performance.

e Articulate how utilizing multiple traffic queues can
make traffic handling more efficient.

e Describe different Check Point Threat Prevention
solutions for network attacks.

e Explain how SandBlast, Threat Emulation, and Threat
Extraction help to prevent security incidents.

e Recognize alternative Check Point Site-to-Site
deployment options.

» Recognize Check Point Remote Access solutions and how
they differ from each other.

* Describe Mobile Access deployment options.




KypcbT e npegHa3HayeH 3a
(Audience):

» Technical professionals who perform advanced deployment
configurations of Check Point products.

dopMaT Ha Kypca
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NMpucbrctBeH Kypc

[x]
OHNnauH (Live)
Otpaneyex

E3uK Ha Kypca: ObArapcku (aHraMMCKU e HanuMyeH KaTo onuus)

YyebHu MeTtepuanu: B enekTpoHeH ¢dopmaTt (YuebHuTe MaTepuanu ca
Ha aHrJIMACKKU), BKJIWYEHM B LEHaTa C HeorpaHuyeH OOCTbN.

NlabopaTopHa cpepa: BCEKM KYPCUCT pa3nonara cbCc cobctBeHa nab
cpepa, KbOeTo ce npoBexpaT YNpaXHeHuaTa, 4YacT OT Kypca.
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3asbpuweH Kypc

lpoobNXUTENHOCT

= 3 paboTHM gHM (09:00 — 17:00)

nu

=24 y4y.4y. obyyeHue (Teopusa MU nNpaKTuKka) B U3BbHPabOOTHO
BpemMe C NPOABLJXUTENIHOCT 2 ceaMuuu

» cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 -
22:00

= MOHeOenHuK u cpdapa 19:00 — 23:00

* BTOPHUK M 4eTBbpPTbK 19:00 — 23:00

NMnauwaHe

CED 9

CLC

Moxe pa 3annatuTte ydyactue B Kypca, 4ype3 Check Point Learning
Credits (CLC). CBbpxeTe ce C HacC 3a noseye WHOO.

If you are Check Point Partner you can also get free training
via the Co-op Program. Check your eligibility and request
funds here or For any further questions or additional
assistance, please E-Mail: Coop@checkpoint.com

3aaBKa 3a W3QaBaHe Ha ¢akTypa ce npuMeMa KbM MOMEHTa Ha
3anMCcBaHeTO Ha CbOTBETHUA KypC.
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OakTypa Cce u3gaBa B paMKUTe Ha 7/ [OHM OT NOTBbPXOAaBaHe Ha
nnawaHeTo.
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Specialist (Updated 2021 — R81)

KbM_KaneHpapa
3a nose4ye uHbopMauuMs u3nonspanmte dopMaTa 3a KOHTAKT.

lle ce cBbpxeM C Bac 3a noTBbpXOgaBaHe Ha OaTuTe.

MMpepnoctaBkn (N3ncKkBaHusa) 3a
Yyactne (Prerequisites):

» Security Administration Course or CCSA
certification (R80 Not R77)

 Windows Server, UNIX and networking skills
and TCP/IP experience

Certificate management and system
adminstration

KypcbT noarotBsf 3a ClnepHUTe
cepTUPUKaALUOHHU HUBA

-156-315.80 — Check Point Certified
Security Expert (CCSE) R80.x

= Cneg TOo3M KYpC MOXe fa ce cepTupuumpaTe B Hawuma TecCT
LEHTbp C Oe3nnateH Bayu4ep.
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Course Objectives:

Perform an upgrade of a Security Management server 1in a
distributed environment.

Use the migrate export command to prepare to migrate a
Security Management Server.

Deploy a Secondary Management Server.

Demonstrate how to define new network and group objects using
the Check Point API.

Perform an upgrade of Security Gateways 1in a clustered
environment.

Use Kernel table commands to evaluate the condition of a
Security Gateway.

Use common commands to evaluate the condition of a Security
Gateway.

Configure Virtual MAC.

Demonstrate how SecureXL affects traffic flow.

Describe how the CoreXL acceleration technology enhances and
improves Security Gateway performance.

Demonstrate how to monitor and adjust interface traffic
queues.

Identify specific threat protections used by Check Point
Threat Prevention.

Demonstrate how to enable Mobile Access for remote users.



