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3a Kypca (About this Course):

A 2-day Specialist course which provides a
comprehensive understanding of the Check Point
Virtual Security Extension (VSX) solution and

describes how to deploy it within the corporate
network environment.

Llenu — KakBo uwe Hayuute (Course
Goals/Skills):

» Provide a comprehensive understanding of the Check Point
VSX solution and describe how to deploy it within the
corporate network environment.
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KypCcbT e npegHa3Ha4yeH 3a
(Audience):

= This course is designed for security engineers, users,
and Check Point resellers who need to deploy and manage
VSX solutions within their security environment, and are
working towards their Check Point Certified VSX
Specialist (CCVS) certification.
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E3uMK Ha Kypca: ObArapcku (aHraMicCKM e HanuMyeH KaTo onuus)

YyebHuu Metepuanu: B enektpoHeH ¢popmat (YyebHuTe MaTepuanu ca
Ha a@HrJIMACKK), BKJIYEHU B LEHaTa C HeorpaHuW4eH OOCTbN.

NlabopaTopHa cpepa: BCEKM KYpCUCT pa3noflara cbC cobctBeHa nab
cpena, KbAeTo ce NpoBexaaT YynpaxHeHusTa, 4acT OT Kypca.

[=]
Buoeo Apxus (24/7)


https://www.it-training.pro/wp-content/uploads/2019/11/teach.png
https://www.it-training.pro/wp-content/uploads/2019/11/learn.png
https://www.it-training.pro/wp-content/uploads/2019/11/video2.png

]
Ceptundéukar 3a
3aBbpleH Kypc

[poobNXUTENHOCT

=2 paboTHM gHM (09:00 — 17:00)

nnun

=16 y4y.4. obyyeHue (Teopus M npakKTukKka) B U3BbHpPaOOTHO
Bpeme C NpPoAbJIXUTENIHOCT 2 ceaMuum

» cbboTa M Hepens 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

* MOHefesiHMK u cpaga 19:00 — 23:00

* BTOPHUK M 4eTBbpPTbK 19:00 — 23:00

NnawaHe

CED o

CLC

Moxe pa 3anjaTtute y4vactue B Kypca, 4pe3 Check Point Learning
Credits (CLC). CBbpxeTe ce C HacC 3a noseye uHbO.

3asBKa 3a M3QaBaHe Ha ¢akKTypa Ce npuMeMa KbM MOMEHTa Ha
3aNMCBAHETO Ha CbOTBETHUA KypcC.
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OakTypa Cce u3gaBa B paMKUTe Ha 7/ [OHM OT NOTBbPXOAaBaHe Ha
nnawaHeTo.
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Specialist (Updated 2021 — R81)

KbM_KaneHpapa
3a nose4ye uHbopMauuMs u3nonspanmte dopMaTa 3a KOHTAKT.

lle ce cBbpxeM C Bac 3a noTBbpXOgaBaHe Ha OaTuTe.

MMpepnoctaBkn (N3ncKkBaHusa) 3a
Yyactne (Prerequisites):

= Check Point CCSA Certification

KypcbT noarotBs 3a ClnepHuUTe
cepTUPUMKaALUOHHU HUBA

= 156-550 — Check Point Certified Virtual System Extension
(VSX) Specialist (CCVS)

- Cneng TO3M Kypc MOXe pa ce ceptupuumpaTte B Hawua TecT
LEHTBLP.

Course Objectives:

 Explain the benefits of virtual network security.
Understand the basic functions, components, and
advantages of VSX technology.
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Examine the VSX management infrastructure and understand
how traffic flows within a VSX network.

Discuss options for deploying VSX technology within
various types of organizations.

Understand how to install and configure VSX Gateways and
Virtual Systems.

Describe different routing schemes and features that are
available to use within the VSX environment.

Understand how to deploy additional VSX networking
configurations that may be required in the environment.
Understand the differences between deploying physical
Security Gateway Clusters and VSX Gateway Clusters.
Understand how Virtual System Load Sharing works to
enhance VSX network performance.

Understand how to use the VSX Provisioning Tool to add
and remove virtual devices.

Recall how CoreXL technology enhances Security Gateway
performance and recognize how to use the technology in a
VSX environment.

Understand how to employ tools for optimizing resources
allocated in a VSX environment.

Identify various VSX command line tools commonly used to
retrieve information and perform configuration changes.
Understand how to use VSX utility commands to perform
various maintenance tasks for the VSX environment.
Understand how to troubleshoot and debug issues that may
occur in a VSX environment.

LAB EXERCISES

Configuring the VSX Environment

Deploying a Virtual System with a Physical Interface

Deploying a VS with Bonded VLAN Interfaces

Configuring Virtual System HA

Converting VSX High Availability to Virtual System Load
Sharing

Maintaining the VSX Environment

Using the CLI to Manage VSX



Performance Tuning in VSX
Troubleshooting VSX Issues
Upgrading a VSX Environment



