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CompTIA CySA+
CS0-002

3a Kypca

CompTIA Cybersecurity Analyst (CSA+) 1is an
international, vendor-neutral IT ©professional
certification that applies behavioral analytics to
improve the overall state of IT security. It validates
the knowledge and skills required to configure and use
threat detection tools, perform data analysis and
interpret the results to identify vulnerabilities,
threats and risks to an organization, with the end goal
of securing and protecting applications and systems
within an organization.
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Goals):

= Assess and respond to security threats and operate a
systems and network security analysis platform.

= Assess information security risk in computing and
network environments.

= Analyze reconnaissance threats to computing and
network environments.

Analyze attacks on computing and network
environments.

= Analyze post-attack techniques on computing and
network environments.

 Implement a vulnerability management program.

= Collect cybersecurity intelligence.

» Analyze data collected from security and event
logs.

= Perform active analysis on assets and networks.

= Respond to cybersecurity incidents.

= Investigate cybersecurity incidents.

» Address security issues with the organization’s
technology architecture.

KypcbT e npegHa3HayeH 3a
(Audience):

= IT Security Analyst

= Security Operations Center (SOC) Analyst
= Vulnerability Analyst

 Cybersecurity Specialist

» Threat Intelligence Analyst

» Security Engineer



dopMaT Ha Kypca

(%]
OHnauH (Live)
OTtpaneyeH

[(x]

MpucbctBeH Kypc

MpucvctBen Kypc (Classroom Training) -
MpoBexpa ce B y4yebeH uUeHTBP Ha IT-
Training.pro uaMm B OPMC HA KIUEHT cnep
3anuTBaHe M odeprTa.

OHnanH (Online/Live/Virtual) OTtpaneyeH
Kypc - 00y4yeHuneTto ce npoBexpa 4pes
TeNeKoHpepeHTHA Bpb3Ka U BUpPTYyaJsiHa KJacHa
cTass B peanHo Bpeme ¢ WHCTpyKTOp.

E3MK Ha Kypca: Obnrapcku (aHrnMWCKM € HaluyeH KaTo onuus)

YyebHun Metepuanu: B enekTpoHeH ¢dopMaT (YuebHuTe MaTepuanu ca
Ha aHrJIMACKKU), BKJIWYEHU B LEHaTa C HeorpaHuWyeH OOCTbN.

NlabopaTopHa cpepa: BCEKM KypcCUCT pa3nonara cbc cobcTtBeHa nab
cpefa, KbOoeTo ce MpoBexaaT YhpaXHeHuaTa, 4YacT OT Kypca.

(x]
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Bupeo ApxuB (24/7)
B

CeptudukaTt 3a 3aBbpuweH Kypc

[poobNXUTENHOCT
=5 paboTHM OHM (NoHepenHuK — neTbk 09:00 — 17:00)
nnu
=40 y4y.4. obyyeHue (Teopus M nNpaKkTuka) B U3BbLHPaAOOTHO
BpeMe C NPOAbJIXMTENIHOCT 1 ceaMuum
» cbboTa u Hependa 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00
* NOHefJenHWK n cpaga 19:00 — 23:00
* BTOPHUK M 4eTBbpPTbK 19:00 — 23:00
lnawaHe
(]

3asBka 3a uW3pQaBaHe Ha ¢akTypa ce npuMeMa KbM MOMEHTa Ha
3aNMCcBaHeTO Ha CbOTBETHUS KypcC.

OakTypa Cce u3gaBa B paMKUTe Ha 7/ [OHM OT NOTBbpPXOAaBaHe Ha
nnawaHeTo.
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lpenctosaum Kypcose

H Notice
HamMa npepcTodwM cvbutua.
3a nose4ye uHbopMauums u3nonspante dopMaTa 3a KOHTAKT.

lle ce cBbpxeM C Bac 3a noTBbpXgaBaHe Ha pOaTuTe.

lMpepnoctaBkun (MN3unckBaHuA) 3a
Yyactue (Prerequisites):

»Basic understanding of network and network

security
= (Helpful) Understand the concepts covered by the

Network+ and Security+ exams

KypchbT noarotres 3a cJiegHUTe
cepTUPMKauMoOHHU HUBA

= CompTIA CySA+ (3aaBete Bayyep ¢ 20% oTCTbNKa OT KM3MNUTa)
 Moxe ga ce ceptudpuMuMpaTe B HaWMs TECT LEHTHLP.
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