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3a Kypca (About this Course):

= The new CompTIA Security+ (SYO-701) represents the
latest and greatest in cybersecurity, covering the
most in-demand skills related to current threats,
automation, zero trust, IoT, risk — and more. Once
certified, you’ll understand the core skills
needed to succeed on the job — and employers will
notice too. The Security+ exam verifies you have
the knowledge and skills required to:

» Assess the security posture of an enterprise
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environment and recommend and implement
appropriate security solutions.

 Monitor and secure hybrid environments,
including cloud, mobile, Internet of Things
(IoT), and operational technology.

» Operate with an awareness of applicable

regulations and policies, including
principles of governance, risk, and
compliance.

 Identify, analyze, and respond to security
events and incidents.

CompTIA Security+ is compliant with ISO 17024
standards and approved by the U.S. DoD to meet
directive 8140/8570.01-M requirements. Regulators
and government rely on ANSI accreditation because
it provides confidence and trust in the outputs of
an accredited program. Over 2.3 million CompTIA
ISO/ANSI-accredited exams have been delivered
since January 1, 2011.

» Identify strategies developed by cyber
adversaries to attack networks and hosts and
the countermeasures deployed to defend them.

 Understand the principles of organizational
security and the elements of effective
security policies.

Know the technologies and uses of
cryptographic standards and products.

 Install and configure network- and host-
based security technologies.

 Describe how wireless and remote access
security is enforced.

 Describe the standards and products used to
enforce security on web and communications
technologies.

» Identify strategies for ensuring business
continuity, fault tolerance, and disaster



recovery.

Summarize application and coding
vulnerabilities and identify development and
deployment methods designed to mitigate
them.

Lenn — KakBo uwe Hayuute (Course
Goals/Skills):

» Identify the fundamental concepts of computer security

= Identify security threats and vulnerabilities

» Manage data, application, and host security

= Implement network security

= Identify and implement access control and account
management security measures

 Manage certificates

» Identify and implement compliance and operational
security measures

= Manage risk

= Troubleshoot and manage security incidents

= Plan for business continuity and disaster recovery

KypcbT e npegHa3HayeH 3a
(Audience):

» Network Administrators, Security Engineers, Support
Analysts, Security Administrator, Security Consultant,

IT Managers



dopMaT Ha Kypca

=]
MpucbctBeH Kypc

%]
OHNauH (Live)
OtpaneyeH

E3nk Ha Kypca (Course Language
Option)

]

bonrapcku
(Bulgarian)

(]

AHIrMUNCKMU
(English)

Moxe pa wu3bepete E3uMK Ha KOWUTO pOa ce nposepe obyyeHueTto —
OGbArapCcku WMNU aHrAMUCKU. BCUYKUTE HU UHCTPYKTOPW BRapgear
cB0OOOHO QAHIIMACKK €e3uK.

YyebHu Metepmanu: B enekKTpoHeH ¢opmaTt (YuyebHuTe MaTepuanu ca
Ha a@HrNMACKK), BKJIYEHM B LEHaTa C HeorpaHuM4yeH OOCTbM.
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NlabopaTopHa cpepa: BCEKM KYPCUCT pa3nonara cbCc cobctBeHa nab
cpepa, KbOeTo ce npoBexpaT YNpPaXHeHusaTa, 4YacT OT Kypca.

[x]
Bupeo Apxus (24/7)

(]
Ceptudpukar 3a
3aBbpueH Kypc

MpopbnxutenHoct (Course Duration):
g
=5 paboTHM gHM (09:00 — 17:00)

nnn

=40 y4y.4. obyyeHue (Teopus U nNpaKTuKka) B U3BbHPaAOOTHO
Bpeme C NpoAab/IXUTENIHOCT 4 ceaMuum

» cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

* NOHepJenHUK n cpaga 19:00 — 23:00

* BTOPHUK M 4eTBbpPTbK 19:00 — 23:00

NnawaHe
(]

3asBKka 3a W3QaBaHe Ha ¢akTypa ce npueMa KbM MOMEHTa Ha
3anUCcBaHETO Ha CbOTBETHUS KypC.
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OakTypa Cce u3gaBa B paMKUTe Ha 7/ [OHM OT NOTBbPXOAaBaHe Ha
nnawaHeTo.

Mpenctoaumn KypcoBe (Next Class):
[x]

. Notice
HaMa npepctodwn cbbutus.
He BuxpaTe npepcTtofunm cbbuTuUa MM UCKaTe Oa BWU NPensioxum

AONMbJ/IHATENTHN BBb3MOXHOCTU 3a I'IpOBe)Kﬂ,aHE?
MweTte HM B 4YaT WAM U3NON3BaNUTe (I)OpMaTa 3ad KOHTAKT.

lle ce cBbpxeM C Bac 3a noTBbpXOgaBaHe Ha OaTuTe.

MMpepnoctaBkn (N3ncKBaHusA) 3a
Yyactune (Prerequisites):

 Networking and administrative skills in Windows-based
TCP/IP networks and familiarity with other operating
systems, such as 0S X, Unix, or Linux.

KypcbT nogrorBs 3a cnepgHuTte
cepTuPUKauMoOHHU HMUBA
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