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3a Kypca (About this Course):

»2-day Specialist course which provides an
understanding of the basic concepts and skills
necessary to configure and deploy Check Point
CloudGuard IaaS products in public cloud platforms
such as Microsoft Azure, Amazon Web Services
(AWS), and Google Cloud Platform.
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Goals/Skills):

» This course is designed for technical professionals who
support, install, deploy, or manage Check Point
CloudGuard IaaS solutions within their security
environment.

KypCcbT e npegHa3Ha4yeH 3a
(Audience):

» Technical professionals who automate, orchestrate, and
troubleshoot Check Point secured environments.

dopMaT Ha Kypca
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E3MK Ha Kypca: Obnrapcku (aHrNMUCKUM € HalnyeH KaTo onuus)

YyebHu Metepmanu: B enekKTpoHeH ¢opmaTt (YuyebHuTe MaTepuanu ca
Ha a@HrNMACKK), BKJIYEHM B LEHaTa C HeorpaHuM4yeH OOCTbM.
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cpefa, KbAoeTo ce MpoBexaaT YhpaXHeHusTa, 4YacT OT Kypca.
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Moxe pa 3annaturte y4yactue B Kypca, u4pe3 Check Point Learning

Credits (CLC). CBbpxeTe ce C HacC 3a noseye uHOO.

3asBka 3a W3paBaHe Ha ¢akTypa ce npueMa KbM MOMEHTa Ha
3anuCcBaHeTO Ha CbOTBETHUS KypC.

OakTypa Cce u3gaBa B paMKUTe Ha 7/ [OHM OT NOTBbPXOAaBaHe Ha
nnawaHeTo.

lpepctoaun KypcoBe
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KbM_KaneHpapa
3a nose4ye uHbopMauuMs u3nonspanmte dopMaTa 3a KOHTAKT.

lle ce cBbpxeM C Bac 3a noTBbpXgaBaHe Ha pOaTuTe.

MMpepnoctaBkn (N3ncKBaHusA) 3a
Yyactue (Prerequisites):

« CCSA

 Basic knowledge of networking

6 months to 1 year of experience with Check
Point products recommended

KprbT noaoroTred 3a cCJyiegHuTe
cepTUuPUKauMoOHHU HUBaA
= Cneg TO03M KypC MOXe fa Cce cepTtuduumpaTte B Hawusa TecT

LEeHTBP.
= 156.560: Check Point Certified Cloud Specialist (CCCS)
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Course Objectives:

Explain cloud network functions, service models, and
deployment options.

0 Identify CloudGuard’s primary components that protect cloud
environments and datacenters.

[] Understand the key elements and basic concepts of the Secure
Public Cloud Blueprint.

[] Describe the deployment options available for CloudGuard
TaaS instances.

[0 Recall the general troubleshooting resources and the
misconfiguration issues that impact CloudGuard deployments.

[] Recognize the security policy layers and security object
settings used in cloud security configurations.

[l Learn how to create an adaptive Security Policy with a
cloud-context aware rulebase.

[l Understand the process of automating Security Policy
enforcement on Security Gateways.

[ Recognize the types of cloud automation resources that
support adaptive security protections.

[0 Describe the cloud components and methods that support
autoprovisioning CloudGuard instances.

[] Describe the Dome9 SaaS protections available for IaaS
public cloud infrastructures.

[0 Understand how to define users, build Security Policy, and
configure system logging and alerts.

[0 Learn how to control network security access within public
cloud environments.

0 Identify the reports that find non-compliant cloud resources
in public cloud accounts.

[ Know which tools provide automated remediations to non-
compliant cloud resources.

[0 Understand how to use cloud analytics to improve the
visibility of a cloud account’s security status



