CCES — Check Point Endpoint
Specialist (CCES)

CHECK POINT Endpoint
Specialist (CCES)

3a Kypca (About this Course):

A 2-day Specialist course which provides a
comprehensive understanding of Check Point
Endpoint Security and how to deploy it within the
corporate network environment.

Llenn — KakBo we Haydyute (Course
Goals/Skills):

»This course 1s designed for security engineers,
developers, and Check Point resellers who need to deploy
and manage Endpoint Security within their security
environment and are working towards their Point
Certified Endpoint Specialist (CCES) certification.
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KypCcbT e npegHa3Ha4yeH 3a
(Audience):

» Technical professionals who need to deploy and manage
Endpoint Security within their security environment

dopMaT Ha Kypca

[x]
MpucbctBeH Kypc

[x]
OHnauH (Live)
OtpaneyeH

E3MK Ha Kypca: O6bnrapckuM (aHrNMWCKWM € Halu4yeH KaTo onuus)

YyebHu Metepmanu: B enekKTpoHeH ¢opmaTt (YuyebHuMTe MaTepuanu ca
Ha a@HrNMACKK), BKJIYEHM B LEHaTa C HeorpaHuM4yeH OOCTbM.

JlabopatopHa cpepa: BCEKM KYpCUCT pa3nonara cbC cobcTtBeHa nab
cpena, KbOoeTo Ce npoBexpgaT ynpaXxHeHusTa, 4YacT OT Kypca.

[=]
Bupeo Apxus (24/7)
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[x]
Ceptudpukar 3a
3aBbpuweH Kypc

lpoabNXUTENHOCT

= 2 paboTHn gHnM (09:00 — 17:00)

nnun

=16 y4.4. oby4yeHue (Teopus M npakKTukKka) B U3BBHpPAOOTHO
BpeMe C npoabsXxuTenHoct 1.5 cegmuum

= cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

* MOHefeNnHUK n cpaga 19:00 — 23:00

= BTOPHUK M 4eTBbPTbLK 19:00 — 23:00

NMnawaHe

CED o

CLC

Moxe pa 3anjatute y4yacTtume B Kypca, 4ype3 Check Point Learning
Credits (CLC). CBbpxeTe ce C HacC 3a noBeye uHOO.

3asBKa 3a uW3pQaBaHe Ha ¢akKTypa Ce npuMeMa KbM MOMEHTa Ha
3aNnUCBAHETO Ha CbOTBETHUA KypcC.

DakTypa Cce u3OaBa B paMKUTe Ha 7 OHW OT NOTBbpPXAaBaHe Ha
nnawaHeTo.
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KbM_KaneHpgapa
3a nose4ye uHbopMauus u3nonspanTte dopMaTa 3a KOHTAKT.
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lle ce cBbpxeM Cc Bac 3a noTBbpXOaBaHe Ha paTuTe.

lpepnoctaBkun (MN3nckBaHuA) 3a
Yyactue (Prerequisites):

= Check Point CCSA and CCSE Certification

KypcbT noarotBsf 3a ClnepHUTe
cepTUPMKauMoOHHU HUBA

» 156-530 — Check Point Certified Endpoint Specialist

(CCES)
= Cnep T03M KypC MOXe pga ce ceptupuumpaTte B Hawumsa TecCT

LEeHTBLP.

Course Objectives:

Explain how Endpoint Security works to enforce corporate
security compliance for end users and their devices.

[l Become familiar with the Check Point Endpoint Security
Solution architecture and how it integrates with Check Point
Network Security Management.

0 Identify and describe key elements of the SmartEndpoint
Management console.

[] Discuss Endpoint Security Software Blade options and how



they are managed from the SmartEndpoint Management console.

[ Explain how to create and assign security policies for
Endpoint clients using Endpoint Security.

[0 Understand deployment methods and server considerations for
Endpoint Security Management installation.

0 Identify the different ways to install and configure
clients.

[1 Recognize how to configure VPN connectivity to allow clients
connecting outside of the network perimeter to securely access
corporate resources.

0 Understand how Endpoint Security authenticates and verifies
clients connecting to the Endpoint Security Management Server.
[0 Describe additional server configurations that are available
to help manage Endpoint clients.

[] Recognize the different types of data security protections
available to deploy on end user machines.

[J Describe how Full Disk Encryption technology protects and
recovers data accessed and stored on Endpoint computers.

[] Understand how to secure removable media devices.

0 Become familiar with the Remote Help tool and how it
supports clients experiencing FDE and Media Encryption issues.
0 Recognize the types of threats that target Endpoint
computers.

[] Describe Check Point SandBlast Agent and how to deploy it in
the Endpoint Security environment.

0 Explain how SandBlast Agent technology prevents malware from
infiltrating Endpoint machines and corporate resources.

0 Identify SmartEndpoint reporting tools used to monitor and
respond quickly to security events.

[J Understand how to troubleshoot and debug issues.



