Lead Ethical Hacker

Lead Ethical Hacker (PECB)

3a Kypca (About this Course):

= As the impact of security incidents in small and
large organizations has increased significantly,
so has the demand for ethical hacking. Ethical
hacking is one of the most effective tools of
safequarding assets and protecting people and
information. Ethical hacking certification 1is
slowly becoming a standard requirement for
professionals who want to work in the field of
information security.

A PECB Certified Lead Ethical Hacker certification
will help you demonstrate your ability to lawfully
assess the security of systems and discover their
vulnerabilities. The training course provides
information on the latest ethical hacking methods
and tools. It also provides a methodology for
conducting penetration tests in accordance with
standards and best practices, such as the
Penetration Testing Execution Standard (PTES) and
the Open Source Security Testing Methodology
(OSSTMM) .

Understanding hackers’ strategies helps solve
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security issues and challenges. After attending
the training course, you will be able to plan,
manage, and perform information security
penetration tests.

The PECB Certified Lead Ethical Hacker training
course is based on the concept of practicing what
you learned. It includes lab sessions and
practical examples to help you apply the theory
into practice.

The training course is followed by an exam. If you
pass, you can apply for a “PECB Certified Lead
Ethical Hacker” credential. For more information
about the examination process, please refer to the
Examination, Certification, and General
Information section below.

Lenn — KakBo we Hayuiute (Course
Goals/Skills):

= Master the concepts, methods, and techniques used by
cybersecurity organizations and ethical hackers to
conduct penetration tests

= Acknowledge the correlation between penetration testing
methodologies, regulatory frameworks, and standards

= Acquire a comprehensive knowledge of the components and
operations of ethical hacking




dopmaT Ha Kypca (Course Format):

=

MpucbcTtBen (Classroom)
Kypc B YyebHaTta Hu 3ana
wim B 0puc Ha KnueHt

Ounand (Online/Virtual)
Kypc BbB BuUpTyaJlHa 3aa
C MHCTPYKTOp

E3uk Ha kKypca (Course Language
Option)

=]

=]

bvnrapcku (Bulgarian)

AHrnuinckn (English)

Moxe pa u3bepetre E3MK Ha KOWTO pma ce nposepe
obyyeHueto — OBArapCckun UNM aHrAMAUCKU. BCUYKuTEe HU
MHCTPYKTOPU BNapesT CBOOOAHO aHrNIMUCKU e3MK.

YyebHun Matepumanu (Student Guides):
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YyebHuTe MaTtepumanu ca [OCTBMNHU B eNeKTPOHeH
dopmatr. Morat pma ce non3Bat online/offline Ha
BCAKO YCTpPOMCTBO. JloXMBOTEH RAOCTHN.

JlabopatopHa cpepa (Lab
Environment):

(]

Bceku KypcucTt pasnonara cbC cobcrBeHa na® cpepa,
KbAeToO Ce npoBexpaT YNnpaXHeHuATa, 4YacT OT Kypca.
He e Heobxopgumo pa uHCTanupate copTyep Ha KOMNOTHLP
WNKU cneuMasHu U3UCKBAHUA 3a Xxappyep.

YYyacTHUUMTE B NpPUCHBCTBEH ¢opmaT B Y4eOHUA HHM
LeHTBbP pa3nojlarat C UHAUMBUAYaAJieH KOMNWOTBLP NO Bpeme
Ha oOyyeHuerTo.

Cnep 3aBbpwBaHe nonyyaBaTte (At
Course Completion):

[x] (%]
Lifetime Access - Video Certificate of Course
Archive 24/7 Completion

lIoXxuBOTEeH poOCTbN OO0 BUAeo dpPpXUB C 3adlUC Ha BCHKa
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oTAeJiHa JNeKuus.

OpumumaneH mMexpyHapopgHO npu3HaAT cepTuPukat 3a
3aBbplleH Kypc Ha obyyeHue.

MpopbnxutenHoct (Course Duration):
g

=5 paboTHM gHn (09:00 — 17:00)

nnun

=40 y4y.4. oby4yeHue (Teopus M npakKTuKka) B U3BBHpPAOOTHO
BpemMe C MPOAbLJXUTESNIHOCT 2 ceaMuuu

= cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

* MOHefeNnHUK n cpaga 19:00 — 23:00

= BTOPHUK M 4eTBbPTbLK 19:00 — 23:00

NMnawaHe

3asBKka 3a UW3QaBaHe Ha ¢akTypa ce npuMeMa KbM MOMEHTa Ha
3anucBaHETO Ha CbOTBETHUS KypC.

OakTypa Ce wn3naBa B pPaMKUTe Ha 7/ OHU OT NOTBbLPXAAaBaHe Ha
niawaHeTo.
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lpenctosaum Kypcose

Map. 25
25 MapT 2024 @ 09:00 - 29 mapt 2024 @ 18:00 EET ~

CompTIA Advanced Security Practitioner
CompTIA CASP+ CAS-004 (Updated 2021)

Map. 26
26 MapT 2024 @ 09:00 - 29 mapT 2024 @ 17:00 EET ~

LFS460 — Kubernetes Security Fundamentals

anp. 1
1 anpun 2024 @ 09:00 - 3 anpun 2024 @ 17:00 EEST ~

PRINCE2 - Foundation 7th Edition (new

2023)

anp. 1
1 anpun 2024 @ 09:00 - 3 anpun 2024 @ 18:00 EEST ~

CCSA- Check Point Certified Security
Administrator (CCSA) R81.10 - Updated

November 2021

anp. 1
1 anpun 2024 @ 09:00 - 4 anpwun 2024 @ 17:00 EEST ~

AZ-800T00: Administering Windows Server
Hybrid Core Infrastructure

KbM_KaneHpapa
3a noBeye MHPOpMaLMs M3non3BanmTe ¢opMaTa 3a KOHTAKT.

lle ce cBbpxeM Cc Bac 3a noTBbpxmaBaHe Ha paTuTte.
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