LFD440 — LinuXx Kernel
Debugging and Security (BG)

Course: LFD440 Linux Kernel
Debugging and Security

3a Kypca (About this Course):

»This instructor-led course focuses on the
important tools used for debugging and monitoring

the kernel, and how security features are
implemented and controlled.

Llenn — KakBo we Hayuiute (Course
Goals/Skills):

= This four day course includes extensive hands-on
exercises and demonstrations designed to give you the

necessary tools to develop and debug Linux kernel code.
= Introduction


https://www.it-training.pro/courses/lfd440-linux-kernel-debugging-and-security/
https://www.it-training.pro/courses/lfd440-linux-kernel-debugging-and-security/
https://www.it-training.pro/wp-content/uploads/2018/10/LF_AuthorizedTrainingPartner_Web.png

Preliminaries

How to Work in 0SS Projects **
Kernel Features

Monitoring and Debugging

Printk

The proc Filesystem **

kprobes

Ftrace

Perf

eBPF

Crash

kexec

Kernel Core Dumps

Virtualization**

QEMU

Linux Kernel Debugging Tools
Embedded Linux**

Notifiers**

CPU Frequency Scaling**

Netlink Sockets**

Kernel Deprecated Interfaces
Introduction to Linux Kernel Security
Linux Security Modules (LSM)

SELinux

AppArmor

Netfilter

The Virtual File System

Filesystems in User-Space (FUSE)**
Journaling Filesystems**

Closing and Evaluation Survey

Kernel Architecture I

Kernel Programming Preview

Modules

Kernel Architecture II

Kernel Configuration and Compilation
Kernel Style and General Considerations
Race Conditions and Synchronization Methods



Memory Addressing
Memory Allocation

KypchbT e npegHa3HayeH 3a
(Audience):
= This course is for experienced developers who need to

understand the methods and internal infrastructure of
the Linux kernel.

dopMaT Ha Kypca

[x]
MpucbctBeH Kypc

[x]
OHNnauH (Live)
Otpaneyex

MpucbctBeH ®opmat — Y4yebHa 3ana wnu Bauwus
Obduc. YyebHaTa 3ana e obopymBaHa ¢
KOMNOTBHP 3@ BCEKU YYACTHHUK.

Online O®opmaTt - Y4yacTtBanTe BUPTYaAJIHO B
obyyeHueTo 4pe3 TesieKOHPepeHTHa Bpb3Ka.
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E3nk Ha Kypca (Course Language
Option)

]

bonrapcku
(Bulgarian)

(]

AHITrMTUNCKMU
(English)

Moxe pa wu3bepete E3MK Ha KOWTO fOa ce nposepe obyyeHueTto —
OGbNrapCcku WNM aHrAMUCKU. BCUYKUTE HU UHCTPYKTOPW BRapgear
cB0OOOHO AHIIMUCKM €e3MUK.

YyebHu Metepuanu: B enektpoHeH ¢popmat (YuyebHuTe MaTepuanu ca
Ha aHrJIMACKK), BKJIYEHU B LEHaTa C HeorpaHuW4eH OOCTbN.

NabopaTopHa cpepa: BCEKM KYpCUCT pa3noflara cbC cobctBeHa nab
cpena, KbAeTo ce NpoBexaaT YynpaxHeHusTa, 4acT OT Kypca.

[=]
Bupeo Apxus (24/7)

=]
Ceptudéukar 3a
3aBbpuweH Kypc
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MpopbnxutenHoct (Course Duration):

=]
-4 paboTHu gHm (09:00 — 17:00)
unu
=32 yy.4. obyyeHue (Teopus MU npakKTukKka) B U3BbHpabOTHO
Bpeme C npoabiXuTesniHocT 3.5 cegmuum
» cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 -
22:00
= NoOHeOenHuK u cpdapa 19:00 — 23:00
* BTOPHUK M 4eTBbPTbK 19:00 — 23:00
MnawaHe (Payments):
(]

3aaBKka 3a M3QaBaHe Ha ¢akTypa Cce nNpuMeMa KbM MOMEHTa Ha
3anNMcBaHeTO Ha CbOTBETHUA KypC.

(DaKTypa ceé n3pgasa B pPaMKUTeE Ha 7 OHW OT NOTBbPXOaBaHE Ha
nnaiaHeTo.

Mpenctosuwmn KypcoBe (Next Class):
[x]

H Notice
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HaMa npepcToswm cbbutus.
3a nosevye uHpopMauus usnonspante popMaTa 3a KOHTAKT.

lle ce cBbpxeM C Bac 3a noTBbpXgaBaHe Ha OaTuTe.

MMpepnoctaBkn (N3ncKBaHusA) 3a
Yyactne (Prerequisites):

= To make the most of this course, you should:
 Be proficient in the C programming language.
»Be familiar with basic Linux (UNIX)
utilities such as ls, grep and tar.
 Be comfortable using any of the available
text editors (e.g. emacs, vi, etc.).
 Experience with any major Linux distribution
is helpful but not strictly required.
 Have experience equivalent to having taken
LFD420: Linux Kernel Internals and
Development.
Pre-class preparation material will be provided
before class.

KypcbT noarotBsa 3a ClepHUTe
cepTUPUMKaLMOHHU HUBA



