LFS416 — Linux Foundation -
Linux Security (BG)

Course: LFS416 Linux Security

]

3a Kypca (About this Course):

= Security 1is always a concern, and with major

security holes 1like Shellshock and Heartbleed
being announced regularly, it’s more critical than
ever to secure the data you are liable for. This
course will walk you through the many risks and
threats that exist, show you how to use best
practices and other open-source tools to mitigate
or counteract those threats, and teach you what
you need to know to detect and recover from those
attacks that do happen.

This advanced, completely hands-on course adopts a
highly technical approach to cover important
security techniques and tools. By providing
visibility both into attack vectors and possible
security holes, this course provides you a
complete guide on how to mitigate security risks
in any Linux environment.


https://www.it-training.pro/courses/lfs416-linux-foundation-linux-security/
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Llenn — KakBo uwe Hayuiute (Course
Goals/Skills):

= How to assess security risks in your enterprise Linux
environment.

= The best techniques and tools to increase security.

= Server hardening

 How to deploy and use monitoring and attack detection
tools.

» How to gain visibility into possible vulnerabilities.

» The art and science of developing your Linux security
policy and response strategy.

= How to configure your systems for compliance with HIPAA,
DISA STIG, etc.

KypCcbT e npegHa3Ha4yeH 3a
(Audience):

»Linux Engineers, Security Engineers, System
Administrators, Advanced Linux Users

dopMaT Ha Kypca

=]
MpucbvctBeH Kypc


https://www.it-training.pro/wp-content/uploads/2019/11/teach.png
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OHNauH (Live)
OtpaneyeH

MpucbrctBedn ®opmat — YyebHa 3ana unu Bawus
Opuc. YuyebHaTa 3ana e odopyaBaHa ¢
KOMNOTBHP 3@ BCEKU YYaACTHHUK.

Online OopmaTt — Y4yacTBaute BUPTYaAJZIHO B
obyyeHuneto 4pe3 TenekoHpepeHTHa Bpb3KA.

E3nk Ha Kypca (Course Language
Option)

]

bbnrapcku
(Bulgarian)

]

AHITrMUNCKMU
(English)

Moxe pa wu3bepete E3MK Ha KOWTO pOa ce nposepe obydyeHueTto —
ObArapCcku WNM aHrAMUCKU. BCUYKUTE HU UHCTPYKTOPW BRapgear
cB0OOOHO AHIMNIUNCKU e3UK.

YyebHu Metepmanu: B enekKTpoHeH ¢opmaTt (YuyebHuTe MaTepuanu ca
Ha a@HrNMACKK), BKJIYEHM B LEHaTa C HeorpaHuM4yeH OOCTbM.

JlabopaTtopHa cpepa: BCEKW KYpCUCT pa3snonara cbC cobcTBeHa nab
cpepa, KbOeTo Ce npoBexpgaT YynpaXHeHusaTa, 4YacT OT Kypca.


https://www.it-training.pro/wp-content/uploads/2019/09/flag-400.png
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[x]
Bupeo Apxus (24/7)

4]
Ceptudpukar 3a
3aBbpuweH Kypc

MpopbnxutenHoct (Course Duration):

=]
-4 paboTHun gHmu (09:00 — 17:00)
nnm
=32 yy.4. obyyeHue (Teopus U npakKTuKa) B U3BBHpPaAOOTHO
BpeMe C MNpoabiXuTesnHocT 3.5 cepgmuuu
= cbboTa M Hepens 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00
= MOHefesiHUK n cpaga 19:00 — 23:00
* BTOPHUK M 4eTBbPTbK 19:00 — 23:00
MnawaHe (Payments):
=]

3asaBKka 3a M3QaBaHe Ha ¢akKTypa Cce npuMeMa KbM MOMEHTa Ha
3aNnUCBAHETO Ha CbOTBETHUA KypcC.
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OakTypa Cce u3gaBa B paMKUTe Ha 7/ [OHM OT NOTBbPXOAaBaHe Ha
nnawaHeTo.

Mpenctoaumn KypcoBe (Next Class):
[x]

H Notice
HaMa npepctodwn cbbutus.

Bcuykn KypcoBe Ha Linux Foundation:

H Notice
Hama npepcTtoawm cvbutus.
3a noBe4ye MHPoOpMauuMs M3non3BanmTe ¢opMaTa 3a KOHTAKT.

lle ce cBbpxeM Cc Bac 3a noTBbpxmaBaHe Ha paTuTe.

MpepnoctaBkn (N3ncKkBaHusa) 3a
Yyactue (Prerequisites):

» Have a solid understanding of core local system
administration and networking concepts equivalent
to that obtained from LFS301 Linux System
Administration and LFS311 Linux Networking and
Administration.

 Be experienced with Linux (or more generally
UNIX), especially at the command line level.
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KypcbT noarotBsa 3a ClnepHuUTe
cepTUPMKauMoOHHU HUBA

= MoXe pa ce ceprtupuuMpaTe B Hawma TeCcT LUEHTbP C Bayyep C

OTCTbMKa OT LieHaTa Ha WU3MNUT.
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