MS-500 - Microsoft 365
Security Administrator

Microsoft Official Course
(MOC)

MS-500: Microsoft 365
Security Administratorzes

3a Kypca (About this Course):

= In this four-part official Microsoft 365 Security
Administration course, we cover user password
protection, multi-factor authentication, Azure
Identity Protection, Active Directory federation
services, Azure AD Connect, and introduces you to
Conditional Access. You will also learn about
threat protection technologies that help protect
and secure your Microsoft 365 environment. This
Microsoft 365 security course will also examine
data retention policies and tags, in-place records
management for SharePoint, email retention, and
how to conduct content searches that support
eDiscovery investigations.
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Lenu — KakBo uwe Hayuute (Course
Goals/Skills/Objectives):

» Administer user and group security in Microsoft 365

= Manage passwords in Microsoft 365

» Describe Azure Identity Protection features

= Plan and implement Azure AD Connect.

= Manage synchronized identities

 Plan implement federated identities

» Describe and use conditional access

» Describe cyber-attack threat vectors

» Describe security solutions for Microsoft 365

= Use Microsoft Secure Score to evaluate your security
posture

 Use the Security Dashboard in the Microsoft Security &
Compliance center

» Configure various advanced threat protection services
for Microsoft 365

» Configure Advanced Threat Analytics

 Plan and deploy Mobile Device Management

= Implement information rights management

= Secure messages in Office 365

» Configure Data Loss Prevention policies

= Deploy and manage Cloud App Security

= Implement Azure information protection for Microsoft 365

» Implement Windows information protection for devices

= Plan and deploy a data archiving and retention system

 Perform assessments in Compliance Manager

= Manage email retention through Exchange

= Conduct an audit log investigation

 Create and manage an eDiscovery investigation

= Manage GDPR data subject requests




KypcbT e npegHa3HayeH 3a
(Audience):

»This course 1is for the Microsoft 365 security
administrator role. This role collaborates with the
Microsoft 365 Enterprise Administrator, business
stakeholders and other workload administrators to plan
and implement security strategies and ensures that the
solutions comply with the policies and regulations of
the organization.

= This role proactively secures Microsoft 365 enterprise
environments. Responsibilities include responding to
threats, implementing, managing and monitoring security
and compliance solutions for the Microsoft 365
environment. They respond to incidents, investigations
and enforcement of data governance.

» The Microsoft 365 Security administrator is familiar
with Microsoft 365 workloads and has strong skills and
experience with identity protection, information
protection, threat protection, security management and
data governance. This role focuses on the Microsoft 365
environment and includes hybrid environments.

dopmaTt Ha Kypca (Course Format)

=]
MpucbctBeH Kypc

%]
OHNnauH (Live)
Otpaneyex
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E3MK Ha Kypca: Obnrapckum (aHrnMWCKM € HaluyeH KaTo onuus)

YyebHu Metepuanu: B enekTpoHeH ¢dopmaTt (YuebHuTe MaTepuanu ca
Ha aHrJIMACKKU), BKJIWYEHW B LEHaTa C HeorpaHuyeH AOCTbN.

NlabopaTopHa cpepa: BCEKM KYPCUCT pa3nonara cbCc cobctBeHa nab
cpepa, KbOeTo ce npoBexpaT YNpaXHeHuaTa, 4YacT OT Kypca.

=]
Buoeo Apxus (24/7)

(]
Ceptuopukar 3a
3aBbpleH Kypc

MpopbnxutenHoct (Course Duration)

=5 paboTHM gHn (09:00 — 17:00)

nnun

=40 y4y.4. oby4yeHue (Teopus M npakKTukKa) B U3BBHpPAOOTHO
BpemMe C MPOABLJXUTESNIHOCT 2 ceaMuuu

= cbboTa u Hependa 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

* MOHefeNnHUK n cpaga 19:00 — 23:00

= BTOPHUK M 4eTBbPTbLK 19:00 — 23:00
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MnawaHe (Payment)
[x]

3asBKka 3a W3pQaBaHe Ha ¢akKTypa ce npuMeMa KbM MOMEHTa Ha
3anNMCcBaHeTO Ha CbOTBETHUA KypC.

OakTypa Cce wn3naBa B pPaMKUTe Ha 7/ OHU OT NOTBbPXAAaBaHe Ha
niawaHeTo.

Mpenctoswu Kypcose (Schedule)

H Notice
Hama npepcTtoawm cvbutus.
3a noBevye MHPoOpMauuMs M3non3BanmTe ¢opMaTa 3a KOHTAKT.

lle ce cBbpxeM Cc Bac 3a noTBbpxmaBaHe Ha paTuTe.

MpepnoctaBkn (N3ncKkBaHusa) 3a
Yyactue (Prerequisites):

» Basic conceptual understanding of Microsoft
Azure.

 Experience with Windows 10 devices.

 Experience with Office 365.

» Basic understanding of authorization and
authentication.

» Basic understanding of computer networks.

Working knowledge of managing mobile
devices.
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KypcbT noarotBsa 3a ClepHUTe
cepTUuPMKauMoHHU HuBaA

= exam MS-500
= Moxe pga ce ceprtuéuumMpaTe B HawMa TeCT UEeHTbP C Bayyep C

OTCTbMKaA OT LleéHaTa Ha WU3MNUT.
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