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3a Kypca (About this Course):

 The Implementing Automation for Cisco Security
Solutions (SAUI) v1.0 training teaches you how to
design advanced automated security solutions for
your network. Through a combination of lessons and
hands-on labs, you will master the use of modern
programming concepts, RESTful Application Program
Interfaces (APIs), data models, protocols,
firewalls, web, Domain Name System (DNS), cloud,
email security, and Cisco® Identity Services
Engine (ISE) to strengthen cybersecurity for your
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web services, network, and devices. You will learn
to work within the following platforms: Cisco
Firepower® Management Center, Cisco Firepower
Threat Defense, (Cisco ISE, Cisco pxGrid, Cisco
Stealthwatch® Enterprise, Cisco Stealthwatch
Cloud, Cisco Umbrella®, Cisco Advanced Malware
Protection (AMP), Cisco Threat grid, and Cisco
Security Management Appliances. This training will
teach you when to use the API for each (Cisco
security solution to drive network efficiency and
reduce complexity. This training prepares you for
300-735 Automating and Programming Cisco Security
Solutions (SAUTO) certification exam. Introducing
Automation for Cisco Solutions (CSAU) is required
prior to enrolling in Implementing Automation for
Cisco Security Solutions (SAUI) because it
provides crucial foundational knowledge essential
to success. This training also earns you 24
Continuing Education (CE) <credits towards
recertification.

Lenn — KakBo uwe Hayuute (Course
Goals/Skills):

= Describe the overall architecture of the Cisco security
solutions and how APIs help enable security

= Know how to use Cisco Firepower APIs

= Explain how pxGrid APIs function and their benefits

» Demonstrate what capabilities the Cisco Stealthwatch
APIs offer and construct API requests to them for
configuration changes and auditing purposes

»Describe the features and benefits of using Cisco
Stealthwatch Cloud APIs

= Learn how to use the Cisco Umbrella Investigate API



= Explain the functionality provided by Cisco AMP and its
APIs

» Describe how to use Cisco Threat Grid APIs to analyze,
search, and dispose of threats

KypcbT e npepHa3HayeH 3a (Audience):

= Network engineer

» Systems engineer

» Wireless engineer

= Consulting systems engineer

» Technical solutions architect
= Network administrator

» Wireless design engineer
 Network manager

= Sales engineer

= Account manager

dopmat Ha Kypca (Course Format):

=]
OHNnawuH (Live)
OTtpanevyeH
Online O®opmaTt - Y4yacTtBanTe BUPTYAJIHO B

obyyeHneto 4ype3 TenekoHdepeHTHa Bpb3KA.
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E3uk Ha kKypca (Course Language Option)

]

bbrnrapcku
(Bulgarian)

]

AHITrIUNCKMU
(English)

Moxe pa wu3bepete E3MK Ha KOWUTO pOa ce nposepe obydyeHueTto —
ObArapCku WNAM aHrAMUCKU. BCUYKUTE HU UHCTPYKTOPW BRapgear
cBOOOOHO QAHIIMUCKKM €e3MUK.

YyebHu Metepmanu: B enekKTpoHeH ¢opmaTt (YuebHMTe MaTepuanu ca
Ha aHrNMACKK), BKJIYEHM B LEHaTa C HeorpaHuM4yeH OOCTbHM.

NlabopaTopHa cpepa: BCEKM KypCWUCT pa3noflara cbC cobctBeHa nab
cpena, KbOeTo ce npoBexpaaT yrnpaxHeHusTa, 4YacT OT Kypca.

[x]
Bupeo Apxus (24/7)

4]
Ceptudpukar 3a
3asbpuweH Kypc

NMpopbnxutenHoct (Course Duration):
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.4 paboTHM pHuM (09:00 — 17:00)

unu
=32 y4y.4. oby4yeHue (Teopus M npakKTuKka) B U3BBHpPAOOTHO
BpeMe C NpoAbNXuTenHocTt 3.5 cegmuum
» cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00
* MOHefdeNnHUK n cpaga 19:00 — 23:00
= BTOPHUK M 4eTBbLPTHLK 19:00 — 23:00
MnawaHe (Payments):
(]

3asBKka 3a M3pQaBaHe Ha ¢akTypa Cce npuMeMa KbM MOMEHTa Ha
3anNMCcBaHeTO Ha CbOTBETHMA KypC.

OakTypa Cce u3paBa B paMKWUTe Ha 7/ OHW OT NOTBbpPXOABaHe Ha
niaaHeTo.

NMpenctosiwum KypcoBe (Next Class):
B

H Notice
There are no upcoming events.
3a nose4ye uHbopMauus u3nonspanTte dopMaTa 3a KOHTAKT.

lle ce cBbpxeM C Bac 3a noTBbpXOaBaHe Ha paTuTe.
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lpepnoctaBku (MI3uckBaHus) 3a Y4yacTue
(Prerequisites):

» Before taking this course, you should have the
following knowledge and skills:

» Basic programming language concepts
» Basic understanding of virtualization
 Ability to use Linux and CLI tools, such as
Secure Shell (SSH) and Bash
 CCNP-1level core networking knowledge
* CCNP-1level security networking knowledge
The following Cisco courses can help you gain the
knowledge you need to prepare for this course:

 Implementing and Administering Cisco
Solutions (CCNA)

 Introducing Automation for Cisco Solutions
(CSAU)

 Programming Use Cases for Cisco Digital
Network Architecture (DNAPUC)

 Introducing Cisco Network Programmability
(NPICNP)

 Implementing and Operating Cisco Security
Technologies (SCOR)

Kpr'I:T noarored 3a cCliegHuTe CepTM(I)MKaUMOHHI/I HUBa

- Automating and Programming Cisco Security
Solutions (300-735 SAUTO)



