Amazon Web Services —
Security Engineering on AWS

AWS Certified Security -
Specialty

Security Engineering on AWS
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About this Course:

This course demonstrates how to efficiently use AWS security
services to stay secure in the AWS Cloud. The course focuses
on the security practices that AWS recommends for enhancing
the security of your data and systems in the cloud. The course
highlights the security features of AWS key services including
compute, storage, networking, and database services. You will
also learn how to leverage AWS services and tools for
automation, continuous monitoring and logging, and responding
to security incidents.

Course Goals/Skills:

» Assimilate and leverage the AWS shared security
responsibility model
= Mange user identity and access management in the
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AWS cloud

 Use AWS security services such as AWS Identity and
Access Management, Amazon Virtual Private Cloud,
AWS CloudTrail, Amazon CloudWatch, AWS Key
Management Service, AWS CloudHSM, AWS Config, AWS
Service Catalog, and AWS Trusted Advisor

 Implement better security controls for your
resources in the AWS cloud

» Manage and audit your AWS resources from a
security perspective

= Monitor and log access and usage of AWS compute,
storage, networking, and database services

» Assimilate and leverage the AWS shared compliance
responsibility model

» Identify AWS services and tools to help automate,
monitor, and manage security operations on AWS

» Perform security incident management, cloud
resiliency, and business continuity in the AWS
cloud

Audience:

This course is intended for security engineers, security
architects, and information security professionals.

Course Format:
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Course Language Option:

[x] [x]
bvnrapcku (Bulgarian) AHrnuuckm (English)

You can choose the language in which the training
will be conducted - Bulgarian or English. All our
instructors are fluent in English.

Student Guides:

The training materials are available in electronic

format. They can be used online / offline on any
device. Lifetime access.
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Lab Environment:
(]

Each student has their own lab environment where
the exercises are conducted, part of the course.
You do not need to install software on a computer
or special hardware requirements.

Participants in a face-to-face format in our
Training Center have an individual computer during
the training.

At Course Completion:

[x] (%]
Lifetime Access - Video Certificate of Course
Archive 24/7 Completion

Lifetime access to a video archive with recording
of each individual lecture.

Official internationally recognized certificate
for completed training course.

Course Duration:

= 3 working days (09:00 — 17:00)
or
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=24 hours training (theory and practice) in non-working
hours lasting 3 weeks
Saturday and Sunday 10:00 — 14:00, 14:00 — 18:00, 18:00
— 22:00
Monday and Wednesday 19:00 — 23:00
Tuesday and Thursday 19:00 — 23:00

Payments:

An application for an invoice 1is accepted at the time of
enrollment in the respective course.

An invoice is issued within 7 days of confirming the payment.

Next Class:

. Notice
There are no upcoming events.
or more information, use the contact format. We will contact

you to confirm the data.
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Prerequisites:

= Architecting on AWS

The course prepares for the following
certification levels:

- AWS Certified Security — Speciality

= Exam Voucher Included
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