SC-300 — Microsoft Identity
and Access Administrator

Microsoft Official Course
(MOC)

Course

Course SC-300T00-A: Microsoft
Security Operations Analyst

(4 days)

About this Course:

» 4 Days

 Instructor-led training

 Intermediate

 English
Learn how to investigate, respond to, and
hunt for threats using Microsoft Azure
Sentinel, Azure Defender, and Microsoft 365
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Defender. In this course you will learn how
to mitigate <cyberthreats using these
technologies. Specifically, vyou will
configure and use Azure Sentinel as well as
utilize Kusto Query Language (KQL) to
perform detection, analysis, and reporting.
The course was designed for people who work
in a Security Operations job role and helps
learners prepare for the exam SC-200:
Microsoft Security Operations Analyst.

Course Goals/Skills Gained:

» Implement an identity management solution
 Implement an authentication and access management

solutions

» Implement access management for apps
= Plan and implement an identity governancy strategy

Audience:

»This course provides IT Identity and Access
Professional, along with IT Security Professional, with
the knowledge and skills needed to implement identity
management solutions based on Microsoft Azure AD, and it
connected identity technologies. This course includes
identity content for Azure AD, enterprise application
registration, conditional access, identity governance,
and other identity tools.



Course format

(%]
Attendance Course

=]

Online Remote

Course language: Bulgarian (English is available as an option)

Teaching Materials: in electronic format (Teaching materials
are in English), included in the price with unlimited access.

Laboratory environment: each student has his own 1lab
environment where the exercises take place, part of the
course.

(%]
Video Archive (24/7)

=]
Certificate of
Completion
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Duration

=4 working days (09:00 — 17:00) or 32 uch.ch. training
(theory and practice) in overtime with a duration of 3
weeks Saturday and Sunday 10:00 — 14:00, 14:00 — 18:00,
18:00 — 22:00 Monday and Wednesday 19:00 — 23:00 Tuesday
and Thursday 19:00 — 23:00

Payment
(]

An application for an invoice is accepted at the time of
enrollment in the respective course.

An invoice is issued within 7 days of confirming the payment.

Upcoming Courses

| Notice

There are no upcoming events.

For more information, use the contact form. We will contact
you to confirm the dates.

Prerequisites:

»Security best practices and
industry security requirements
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such as defense in depth, least

privileged access, shared
responsibility, and zero trust
model.

Be familiar with identity
concepts such as authentication,
authorization, and active
directory.

» Have some experience deploying
Azure workloads. This course
does not cover the basics of
Azure administration, instead
the course content builds on
that knowledge by adding
security specific information.

= Some experience with Windows and
Linux operating systems and
scripting languages 1is helpful
but not required. Course labs
may use PowerShell and the CLI.

The course
prepares for the
following
certification
levels

» SC-300: Microsoft Identity and Access Administrator
You can be certified in our test center with a voucher
with a discount on the price of the exam.



